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I. Introduction
A. Agency Background
The United States International Trade Commission (USITC) is an independent, quasi‑judicial agency of the U.S. Government. Its mission is twofold: administer U.S. trade remedy laws in a fair and objective manner; and provide the President, the United States Trade Representative, and the Congress with independent, quality advice and information on matters of international trade and competitiveness. In so doing, the Commission contributes to the development and implementation of sound and informed U.S. trade policy.

The agency is located at a single site in Southwest Washington, DC, in leased space in a 12‑year‑old commercial building.  The agency has about 425-450 PC workstations on the current Banyan VINES network.  The agency does not maintain national security information on the LAN, but does maintain a large amount of confidential business information (CBI)  

B. General Scope
The USITC is seeking a Contractor to perform a number of tasks which will upgrade and provide continued support to the USITC internal network and related infrastructure.

C. Nomenclature
The contractor awarded an order to perform the (Production( requirement will be hereafter known as the (Production Contractor( or (Contractor(.

The portion of the effort requested through this RFQ which deals with the purchase of hardware, software, installation, integration, and training will be hereafter known as the (Upgrade effort(.

The portion of the effort requested through this RFQ which deals with the support and maintenance of the USITC computing infrastructure will be hereafter known as the (Service effort(.

The LAN infrastructure of the USITC will be hereafter known as the (ITC-Net(.

The system which will assist in managing external access to the web based services offered by the USITC will be hereafter known as the Extranet Access Management Systems, or (EAMS(.

Service Level Agreements, which detail the performance levels and metrics to be used to measure the effectiveness of the Production Contractor performance, will be referred to as (SLAs(.

II. Existing ITC‑Net and Extranet Components and Configuration
The ITC-Net is a former token-ring network, which has been adapted for use with 10Mbps Ethernet connected to each port by RJ45 twisted pair adapters. The core of the network operates at 100 Mbps, with Cisco switches connecting the core to the individual workstations at 10Mbps. Approximately 425-450 user desktop systems share this network. 
The attached PCs run predominantly Windows 98(SE), with some still using Windows 95 and Windows NT. Intel-based servers running the Banyan Vines OS provide file and print services, requiring each client PC user to log on as a valid user before services are available. The primary office suite is Corel WordPerfect Suite 8, with some users having later versions and more than 100 users using versions of Microsoft Office. For email, the USITC uses Banyan Intelligent Messaging with Beyond Mail client software; OnTime is the calendar software; and the organization uses Lotus 123 for spreadsheets and Jetform to fill forms. USITC uses both Netscape Communicator and Internet Explorer for Web browsing. Several additional software packages, such as Adobe Acrobat, provide compatibility with documents from external sources. Some offices of the USITC also utilize laptop portable computers, with direct-dial capability, to access the ITC-Net. 
The servers on the ITC-Net that provide file, print, and email services consist of 7 boxes, 3 with Pentium II Xeon 400Mhz processors, and 4 with 200 Mhz Pentium-Pro processors. All these servers have 128MB of RAM. Five of the servers have 45GB RAID arrays with 36GB of useful storage. Two of the 200Mhz servers have 8GB of useful storage. All of these servers provide file and print services through "street talk.( Five of them run Banyan Vines in native mode (with AT&T SV UNIX). Two of them run with the MS WNT4.0 operating system. Five of the servers run Banyan Intelligent Messaging for email - four provide services to users, and one acts as an Internet gateway. Backup of these servers uses Legato network backup software with a DAT tape Jukebox. The core of the ITC-Net, which runs at 100Mbps currently, uses a pair of Cisco 5000 Series 10/100 Mbps switches. Switching closets on each floor of the USITC contain switches that connect between the core of the network and the 10 Mbps circuits most of the PCs use. These switching closets use a mix of Cisco 1900 and 2900 boxes, with between two and eight switches per floor. Two Cisco model 3548 switches will replace several of the Cisco 1900 switches before completion of this solicitation. Diagrams of the system are in Appendix C, Infrastructure Diagrams.

The clients of the ITC-Net are made up of The Commissioners of the USITC, of which there are six, and their administrative staffs, followed by a series of Offices as follows:

  Office of the Secretary

  Office of the General Counsel

  Office of Inspector General 

  Office of the Administrative Law Judges

  Office of Equal Employment Opportunity
  Office of External Relations (which contains)

        Trade Remedy Assistance Office
  Office of Operations (which contains)

       Office of Economics
       Office of Information Services

       Office of Investigations

       Office of Tariff Affairs and Trade Agreements

       Office of Industries

       Office of Unfair Import Investigations

  Office of Administration (which contains)

       Office of Facilities Management

       Office of Finance

       Office of Personnel

       Office of Publishing
These user organization(s interface to ITC-Net is primarily the desktop PC. The existing user population has a minimum configuration of Pentium II 500Mhz processors with 10Mbit NICs to the existing ITC-Net. The USITC currently owns a license to upgrade its desktop OS and Office suite software from Microsoft with a three-year duration. Licenses for Wordperfect Office suite 8 are also owned for each desktop. Offsite access is provided through a secure (https) connection to the (passport( system through the user(s own ISP. Local users when working from their offices connect through the ITC-Net network for services to include office productivity tools, print services, email, and Internet access. The ITC-Net Production Contractor will not supply all of the applications software needed by all of these organizations; however it shall supply the basic infrastructure and office productivity support.

Support for the Banyan servers, and the USITC help desk, are currently provided by personnel from:

 Dorset Professional Services

 125 Commons Court

 Chadds Ford, PA 19317

and

TWD & Assoc. Inc.

 5201 Leesburg Pike, Suite 510

 Falls Church , VA 22041-5203

Current support arrangements are provided by on-site personnel supplied under contracts with the above firms. In any new contract, the USITC strongly prefers to maintain an on-site presence. 
It is important to note that the USITC has internal departments which rely for essential business functions on legacy software (for example, Corel Wordperfect 8 Office suite). The current standard office suite for all users is the Corel office suite, however approximately 20% of users have requested and installed Microsoft Office. The USITC will therefore remain, for the foreseeable future, a heterogeneous software environment. It is important to note that the continued support of these business functions is deemed to outweigh any concerns over complexity of support, and any future migration of hardware or software must continue to support these departments without disruption

III. Acquisition Approach for ITC‑Net Replacement
The USITC intends to acquire hardware, software, installation, integration, testing, and related support services through this RFQ.

Two areas of focus are presented in this RFQ. The first deals primarily with the upgrade of hardware and software infrastructure components, and the second with services and support.
A.
Upgrade Effort
The Upgrade portion of this effort involves several discrete bundles of hardware, software, integration, testing, and training. All system upgrades must provide functionality at least equal to those provided in the current environment. The upgrade portion of this project is made up of several separable tasks:

1. Core Upgrade
This is the replacement of the core network servers.

2. LAN Infrastructure Upgrade
This is the upgrade of the LAN infrastructure (ie wiring and switches).

3. Security Upgrade
This is the addition/upgrade LAN security components to protect the integrity and confidentiality of USITC data and systems.

4. EAMS Upgrade
This is the addition/upgrade of a centralized capability for managing external access to USITC web based resources.

B.  Service Effort
This effort includes the Production Contractor assuming the duties of supporting the USITC computing infrastructure and desktop systems. The Production Contractor shall provide support for USITC computing to match Service Level Agreements (SLAs) specified in this RFQ. From time to time, the USITC will purchase upgrades and extensions to its LAN hardware and software (both from this contract and from other sources), which shall be similarly installed, tested and integrated by the Production Contractor. These new components shall then also be supported and maintained to meet applicable SLAs.

The USITC reserves the right to purchase hardware and software components to specifications proposed by the Production Contractor.  This shall not alleviate or waive the responsibility of the Production Contractor to maintain and support these components. The USITC is interested in innovative solutions to its requirements, and in particular would like to be appraised of the viability of using (open source( server side solutions in order to avoid software licensing costs.

IV. Major Objectives of the ITC‑Net Replacement Project
The objectives of this project, at a high level, are driven by the USITC's FY2001‑2003 IRM Strategic Plan goals (See appendix A). This project is responsible for improvement and operation of infrastructure components which will contribute to the Enterprise IT Architecture of the USITC.

In summary, the goals for this project are to provide basic desktop services meeting a defined level of good‑quality service and with support for mobility and good security for sensitive business information.

V. Processes for the ITC‑Net Replacement Project 

The USITC is implementing a standard system development life-cycle (SDLC) methodology.  The ITC‑Net project shall employ this methodology to the extent feasible. A summary of this methodology is shown in Appendix B. During the Production order, SDLC documentation based upon either the USITC standard or a suitable Production Contractor standard shall be produced by the Production Contractor.

The ITC-Net project is an ongoing effort within the USITC, thus the Production Contractor shall be joining this effort at the beginning of Phase B - The Project Performance Phase. Project activities prior to this within the SDLC will have been completed prior to issuance of any task  order under this RFQ.

VI. Contract Management/Delivery Order Incentives
The Upgrade effort of this RFQ shall be managed through weekly status meetings between the USITC Contracting Officer (CO), Contracting Officer(s Technical Representative (COTR) and the Production Contractor. The Production Contractor shall present status reports of progress against their Project Execution Plan (PEP), and note any areas of risk or concern. USITC COTR will respond with discrepancy reports in response to any deficiencies noted, and the status of resolution of these reports shall be tracked and reported at future staff meetings until the USITC CO and COTR sign off on completion of the resolution. Prior to completion of each Upgrade task, the Production Contractor must prepare a risk assessment document which enumerates the areas of risk in such categories as operations and security which will be faced by the USITC when the system is activated. Each task within the Upgrade effort shall be deemed complete when the USITC CO and COTR acknowledge in writing that all elements of the PEP are finished and that all outstanding deficiency reports have been resolved.

The Service effort of this RFQ shall be subject to Service Level Agreements. These SLAs shall be based upon metrics which shall be collected by the USITC. A minimum baseline of performance is specified for these SLAs, which the Production Contractor must maintain. Superior levels of performance will be awarded a  monthly incentive based upon two percent (2%) of the task order cost for that month, quarterly incentive fees based upon three percent (3%) of the task order cost for that quarter, yearly task order renewal, and possible non-competitive award of an additional task order term at the expiration of the original task order, up to an additional three years. 

The Service Levels are arranged into 7 major categories for convenience and simplicity. These major areas are specified here. Requirements which apply to each category are given in section A (Requirements(.
A. Service Level Categories
1. Customer Communications - this is the performance of the Production Contractor in keeping USITC personnel appraised in near-real-time of the status of the network, servers, and likely time to completion of any repairs or trouble tickets which are underway or outstanding.

2. System Availability - this is the availability for productive use of the desktop, LAN, servers, and web based services which allow USITC personnel to function in their assigned tasks.

3. System Performance - this is the performance of the desktop, LAN, servers, and web-based applications in initial start-up, response to user input, and processing of data.

4. Customer Satisfaction - this is the degree to which USITC personnel are satisfied with the services and support provided by the Production Contractor.

5. Security and Integrity issues - this category encompasses protection against malicious threats (hackers, viruses, exploits, etc.), tracking and retention of physical assets, and protection of sensitive business information from tampering or disclosure.

6. Customer Relationship Management - this category covers those areas which form the basis for mutual and cooperative management of the ITC-Net project between the Production Contractor and the USITC. Included are issues such as status reporting, issue identification, problem tracking and resolution, cordial user relationships, and innovative resolution of difficulties.

7. Technology Updates - this is the effectiveness of the Production Contractor in keeping the USITC supplied with developments in hardware, software, and services needed for the personnel of the agency to perform their assigned tasks with the maximum practical efficiency.

B. Management
Production Contractor performance in all areas shall be monitored by USITC personnel. Production Contractor performance will be discussed between the USITC CO, COTR, and the Production Contractor at weekly status meetings.

Monthly incentives of 2% of the task order cost in any given month may be awarded by the USITC if it is deemed that the Production Contractor has provided superior performance in response to Service Categories 1 and 3.

Quarterly incentives of 3% of the task order cost in any given quarter may be awarded by the USITC if it is deemed that the Production Contractor has provided superior performance in response to Service Categories 2,4, and 6.

Exercising the optional performance periods included in the task order, by the USITC, will be dependent upon the Production Contractor providing at least minimum performance in all seven Service Categories.

The USITC may issue additional task orders (award terms), limited to three performance periods, in  response to Production Contractor performance that reaches superior performance levels in at least five of the Service Categories, during at least seventy percent (70%) of the original task order measured in monthly increments.

Performance that is consistently below ninety percent (90%) of minimum levels in Service Categories 2, 3, and 5, may be subject to termination by the USITC.

VII. Description of Services 
The services sought under this RFQ include the following:

A. Upgrade Effort
Within the upgrade effort, the following tasks may be ordered separately by the USITC.

1. Core Upgrade
This is the replacement of the servers providing email, network file storage and backup, printing, and authentication services, plus associated migration of existing emails, files, and settings, as well as integration with existing desktop systems and coordination and training of users. It includes but is not limited to:

a. LAN Server System (currently Vines).

b. eMail (with integrated calendaring) System (currently Beyond Mail)

c. Backup System

d. Remote Access System

e. Desktop Support Solution

o For Helpdesk Services

o For maintenance and upgrade of desktop OS, all related software, and upgrades to

the standard suite(s) of software, and other desktop applications as defined by USITC.

2. LAN Infrastructure Upgrade
This is the upgrade of the LAN switches, routers, hubs, firewalls, NICS, and if necessary LAN wiring to support 100 Mbps service to the desktop, and where possible, 1Gbps service to the core systems. It includes but is not limited to:

a. Central (core) Switch(s)

b. Switching Closet (access) switches

c. Cabling and physical infrastructure components (including cable plant

testing/certification process)

d. Routing devices (or layer 3 switching engines)

e. Performance monitoring equipment, software and reports proposed

3. Security Upgrade
This is the addition/upgrade of intrusion detection, network monitoring, virus protection, and related components to protect the integrity and confidentiality of USITC data and systems. This includes but is not limited to:

a. Security Upgrade

o Enterprise Anti-virus solution

o Firewall Upgrade

o Intrusion Detection System

4. EAMS Upgrade
This is the addition/upgrade of a centralized capability for managing external access to USITC web based resources. It incorporates single sign-on (when non-public information requires user authentication) , centralized user/permission administration (with ability to delegate administration authority for sub-groups), and access policies. This includes but is not limited to:

a. EAMS system integrated with USITC infrastructure

     - Control of external access to USITC web based content

     - Single sign-on when non-public information requires user authentication)

B  Instructions To Offerors

1. Upgrade effort

The Production Contractor(s response shall include all specifications and details of all aspects of system upgrade/replacement including (but not limited to) hardware and software required, system monitoring software and a Project Execution Plan (PEP) shall include a Work Breakdown Structure (WBS) with major milestones for design, USITC approval, procurement, installation, testing, user migration, training and acceptance testing of the system being upgraded/replaced.

The Production Contractor shall include a draft Information Technology Security Plan, which addresses the hardware, software, and procedures that the Production Contractor shall use to protect USITC data and systems from disclosure, tampering or destruction. This plan must be updated for each Upgrade task ordered by the USITC.

Each upgrade task must be separately priced and provided according to the following table:

	Deliverable
	Labor (hrs x rate = $)
	Hardware 
	Software
	Other
	Total

	I.1. Core Upgrade
	
	
	
	
	

	I.2. LAN Upgrade
	
	
	
	
	

	I. 3. Security Upgrade
	
	
	
	
	

	I. 4. EAMS
	
	
	
	
	

	Total Upgrades
	
	
	
	
	


Notes:  

1.  Include all costs, including non-labor costs.

2. Software prices must include licenses for five years of use.

3. Include a detailed description of any costs categorized as (other(. 

2. Service effort

The Production Contractor(s response must include all the operational and staffing plans which shall allow the Production Contractor to meet or exceed USITC Service Levels.

Support provided by off-site facilities may be part of a response to this RFQ, however this represents a change to the current situation. Any production contractor including off-site support must address the security issues of allowing off-site personnel access to USITC networks, as well as the management of user expectations in order to maintain customer satisfaction following the transition to this support mode.
Pricing should be provided according to the following table:

	Labor category
	Labor amount (hrs per month)
	 Cost yr1(rate x monthly hoursx12)
	Cost yr2(rate x monthly hoursx12)
	Cost yr3(rate x monthly hoursx12)
	Cost yr4(rate x monthly hoursx12)
	Cost yr5(rate x monthly hoursx12)

	2.1.Category 1
	
	
	
	
	
	

	2.2. Category 2
	
	
	
	
	
	

	2. 3. Category 3
	
	
	
	
	
	

	2. 4. Category...
	
	
	
	
	
	

	Other costs
	
	
	
	
	
	

	Totals 
	
	
	
	
	
	


3.  Management Plan

The Production Contractor shall provide a description of its overall Management Approach which demonstrates its understanding of both the technical management and the business management requirements of the delivery order. The narrative description shall include the Production Contractor(s approach(es) to management, the merits of those approaches, and the rationale for, and soundness of, those approaches. The description shall include: the Production Contractor(s technical and business management procedures proposed to be used to direct and control the work functions; work control and reporting procedures; control procedures for meeting task order schedules and delivery dates; and quality of services in an environment of changing task emphasis and fluctuating resources.  
4.  Key Personnel 
The Production Contractor shall describe their proposed approach and rationale for providing (Key Personnel( for supporting the delivery order.   Key personnel are those whose expertise and functions are essential to the success of the project. Provide relevant background information including directly related education and experience; indicate the proposed role of each key personnel. The Production Contractor shall also identify (Other Than Key Personnel( who are considered by the Production Contractor not to be (Key( but important to the successful completion of the tasks specified in the RFQ.

5.  Phase-In Plan 
The USITC will evaluate any value added for an offeror providing a Phase-In Plan that represents seamless transition between contractors for the Service Effort.

6.  Government Furnished Equipment, Services, Facilities Etc.  
Indicate specifically ALL resources that Production Contractor assumes will be provided by the Government. For any hardware to be acquired by the USITC, pricing must be included from current GSA (or substantially equivalent) schedules. The USITC will verify any quoted prices, and will utilize the current GSA prices (or bidder specified substantially equivalent source) for all evaluation purposes.

7.  Disclosure
Anteon Corporation was utilized as a facilitation contractor in the gathering of system requirements for this RFQ. This firm has requested the ability to respond to the production requirement as well. In order to insure a fair opportunity for all respondents, the transcript of the requirement gathering sessions are included for informational purposes. In addition, during the conference for respondents, a tour of the USITC facility will be given, and opportunities for group question and answer sessions with USITC operations personal will take place.
8.  Past Performance and Past Experience
 The offeror shall submit the following information as part of their response:

(a)  A list of 2 ( 5 previous task orders or contracts completed and/or currently in process for projects of similar complexity and size to this requirement.  Task orders and contracts listed may include those entered into with other departments and agencies of the Federal Government; those with state and local governments; and those with commercial customers.  An offeror with no past performance information will receive a neutral rating i.e., the rating will not add or detract from it past performance.  Include the following information for each task order and contract: 

(1)  Name of contracting activity; 

(2)  Task Order/Contract number;

(3)  Task Order/Contract type;

(4)  Total Task Order/Contract value;

(5)  Contracting Officer and telephone number;

(6)  Program Manager, telephone number, and facsimile number;

(7)  Description of project; 

(8) Administrative Contracting Officer, if different from (5) above, and telephone number; and 

(9)
List of major subcontractors/teaming partners.

The offeror will be evaluated on performance under existing and prior task order/contracts for similar products or services.   Performance information will be used as an evaluation factor.  
9. Security Requirements
The Production Contractor must comply with the terms and conditions contained in the attached Non-Public Information Non-Disclosure Agreement. All Production Contractor personnel (each individual) assigned to the project must complete this agreement before starting work on the project. 

In the future the USITC will be required to process significant information classified to a (Confidential( security level. This may place security constraints on 100 or more users of the ITC-Net. The Production Contractor  must describe the ability, if any, of the proposed system components to meet NSA guidelines including the ability of the USITC to construct a sub-net, if needed, suitable for meeting the International Common Criteria for Information Technology Security.

10.  Other Issues/conditions or Assumptions

Indicate any other critical conditions or assumptions on which the offer is based.

Identify and list separately all exceptions to any part of the Statement of Work in your written response to the RFQ.  If you have no exceptions to the SOW, provide a statement indicating that (No Exceptions( have been taken to any part of the SOW as provided in your response to the RFQ.
VIII. Question and Answer Session (*** VIII applies to participation in the RFQ, not the RFC***)
A Question and Answer session for interested parties under this RFQ will be held on Tuesday, July 30 2002 at 10:00am in room 412-M (or a suitable alternate conference room) at USITC located at 500 E Street, SW, Washington, DC, 20436.

Responses are due back to the USITC by COB (4:30pm) on August 23rd, 2002, to the following address: 


U.S. International Trade Commission


Office of Facilities Management, Room 414G


500 E Street, SW


Washington, DC  20436

IX. Evaluation of Quotes
Quotes from respondents will be evaluated based upon both technical excellence and price. The selection of a successful offer will be made based upon best value to the USITC. Technical merits which provide value to the USITC in areas such as operational efficiency or program risk may be given more weight than price.
X.  Communications Regarding This RFQ 
Any communications in reference to this solicitation shall cite the solicitation number and be directed to the following Government representative: 
Deborah Kearns

U.S. International Trade Commission 

Room 412A 

500 E Street SW 

Washington, DC 20436

fax: (202) 205-3194
QUESTIONS REGARDING THIS RFQ MUST BE PRESENTED IN WRITING and should be submitted to the above address by July 30, 2002, in order that answers may be obtained and disseminated in a timely manner, since it is not expected that the offer submission date can be extended.  Oral questions are not desirable due to the possibility of misunderstanding or misinterpretation.  Questions shall not be directed to the technical activity personnel.
ITC-Net Replacement

Section A

Requirements

SECTION A
REQUIREMENTS
1.
Upgrade Effort 
1.1 Core Upgrade
1.1.1
LAN, Email and Calendar Server System
Priority: Critical - Mission Essential

Current Situation:  
The USITC LAN consists of  5 servers, each of which runs Banyan Vines, Banyan Beyond Mail, On-Time calendar, and Banyan Print Services. There are currently 450 LAN/Email user accounts. The USITC foresees no significant change in the number of accounts. Server disk storage capacities are:

   Name 
Server
NOS
# disks
disk 1
disk 2
disk 3
disk 4
disk 5

   BEAR1


     5 
1000 Mb
2981 Mb
8000 Mb
13340 Mb
13347 Mb

   COMM1 


     5
  909 Mb
3081 Mb
7969 Mb
13335 Mb
13335 Mb

   ITC5 


     5 
1000 Mb
2981 Mb
7969 Mb
13335 Mb
13335 Mb

   ITC_SIX 


     5 
1000 Mb
2981 Mb
7969 Mb
13335 Mb
13335 Mb

   RAVEN 


     2 
1914 Mb
8158 Mb

LAN Storage is high density RAID 5, the alternative currently preferred by the USITC.

Performance Work Statements:

A. A new Server system for LAN, Email and Calendar functions, acquired and implemented by the Production Contractor, provides each of the 450 USITC LAN users with an average of 2Gb of LAN storage for files, and an average of 1 Gb of LAN storage for Email.

B. This new Server system provides scalability and redundancy for the processor systems and the storage systems.

C. Storage is organized into virtual disk drives accessible from the user desktop environment, with department and user specific drive assignments as currently used within the USITC.

Usage / Justification: The current Banyan Vines LAN software is no longer supported by Banyan, the software Production Contractor. The On-Time calendar software does not coordinate with Banyan Email. The growth of disk space allocated to user accounts has exceeded our capacity.

Performance Standard: 
The 450 USITC users have an average of 2Gb LAN storage for files, and an average of 1 Gb LAN storage for Email.
Monitor Method: 
Inspection of LAN in use storage and available storage. Testing results shall be monitored with reports produced on the network administration system.
1.1.2
Integrated E-mail and Calendar Services
Priority: Critical Mission Essential

Current Situation: 
The antiquated Banyan Beyond Mail system provides Email services barely above the basic level. Many of the attachment file types regularly used in Email are not supported. On-Time calendar is not integrated with Beyond Mail.

Performance Work Statements:

A. A new functionally integrated Email and Calendar application package, acquired and implemented by the Production Contractor, provides: 

1. All core Email functionality and state-of-the-art utilities common to most current Email products, including automated features;

2. All core Calendar functionality and state-of-the-art utilities common to most current Calendar products, including automated features;

3. Integrated Email/Calendar features include the capability to:

· access to the master corporate address book,
· create any number of private address books,

· create address book folders,

· receive e-business cards into a private address book,

· schedule meetings,

· post events on their calendar,

· inquire about availability of members invited to a proposed meeting,

· view calendars of other persons, meeting rooms, training, or visual aid/other equipment, etc.,

· reserve meeting rooms, training or visual aid equipment, etc. and automatically notify meeting room managers and equipment set-up personnel by E-mail,

· have meeting invitations sent automatically,

· automatically receive meeting reminders.

· Read HTML attachments

· Sync with major PDA’s and software

     4. Seamless integration of Email and Calendar.

B. Test procedures developed by the Production Contractor shall demonstrate the complete functionality of the Email and Calendar software.
Usage / Justification: 
The Banyan Beyond Mail application is no longer supported by the Production Contractor, thus must be replaced with a current product. The On Time calendar application is functionally out of date, and does not integrate with Banyan Email. The new calendar tool must interact with the Email system and provide complete schedule management for meetings and resources.

Performance Standard: 

The 450 USITC users have integrated Email and calendar services described in the Statements of the Required Outcomes above. b. The current (Beyond Mail( and (On Time( products remain available to the USITC users throughout the Production Contractors implementation of the new Email and calendar systems. 

Monitor Method: 
The test procedures described in Performance Work Statement B above shall be performed to create and test the Email and calendar services. Testing results shall be recorded. 

1.1.3
Directory Services, Administration and Management
Priority: Critical Mission Essential

Current Situation:  
The USITC Email and Calendar services use a common directory service. However, these services are not integrated. The many USITC web services each have their own user access scheme. There is no consistency in account administration.

Performance Work Statements:

A.  A new common directory services system, acquired and implemented by the Production Contractor, includes: 

1. the USITC accounts for the new USITC Email and Calendar systems; and

2. the EAMS accounts for all Internet users of the many USITC systems that require access control or tracking.

B. That new directory services system includes:

1. all accounts in a single robust directory services system; and

2. a rules based access control technique that can be customized for each service to implement its own access granting scheme.

C. That new directory services system is invoked for:

1. on-site access for LAN, E-mail, and calendar access; for 

2. remote network access for network administration; for

3. remote network access for LAN, E-mail, and calendar; and for

4. EAMS Internet Portal access.

D. Test procedures developed by the Production Contractor shall demonstrate the complete functionality of Common Directory Services.

Usage / Justification: 
Common integrated directory services shall simplify account administration and eliminate errors caused by the scattered user data.

Performance Standard: 
Common directory services have simplified user account administration, and have eliminated errors of omission and commission caused by user data scattered in many places.

Monitor Method: 
The test procedures described in Performance Work Statement D above shall be performed to create and test the common directory services. Testing results shall be recorded. 

1.1.4
LAN Backup System
Priority: Critical Mission Essential

Current Situation: 
The USITC uses the Zegato system, which uses DAT tapes. The current system requires up to 6 hours to generate the full backup on DAT. The current method of generating the (clone( uses the same equipment as recovering a file from a backup. Current practice requires a full backup weekly, with incremental backup daily. Each backup is (cloned(. The original is kept in a safe, on-site in the 4th floor computer room, and the (clone( is delivered to a secure off-site location. 

Performance Work Statements:

A. A new and fully capable LAN files, folders and Email Backup system, provided and installed by the Production Contractor provides simultaneous creation of both an original backup file and a (clone( backup file. 

B. That new system provides a complete end-to-end storage solution that protects all USITC business storage assets, with support for all current backup devices, and application/database support, and logs backup and restore activities including files processed and start/stop times for each use.

C. That new system provides cross-platform backup/recovery and disaster recovery, and has options for data replication, and hierarchical storage management.

D. That new system provides a reduced backup window, with full backup for 1500 Gb taking 3 hours or less, and Incremental backup for 200 Gb taking less than one hour.

E. That new system enables the USITC to perform a full backup weekly, and an incremental backup daily, providing an original backup (that is kept on-site in a safe in the 4th floor computer room) and a (clone( backup (that is physically delivered to a secure off-site location).

F. That new system provides system status and progress monitoring and reporting of backup system operational metrics such as the current state of progress, recent history logs and summary logs. 
G. New process work flows for backup and restore, provided by the Production Contractor, have simplified and automated processes that improve the time to recover a selected file(s) or Email, and the time to perform a full restore.

Usage / Justification: 
The back up system is essential for recovery from system faults, and disaster recovery. Backup data is the option of choice for recovery of data files inadvertently deleted or lost by users. As such, it is critical mission essential.

Performance Standard: 
Full backup (for 1500 Gb) takes 3 hours or less. Incremental backup (for 200 Gb) takes less than one hour.

Monitor Method: 
Process start/stop times are recorded for each backup or restore process, and monitored daily by the USITC. 
1.1.5
Secure Remote LAN Access
Priority: Mission Essential

Current Situation: 
The USITC has implemented Passport to enable remote access to Banyan Beyond Mail and On-Time calendar, as well as network file systems via  user(s own modem either to their own ISP then to the USITC website, or to USITC(s dial-up ports.

Performance Work Statements:

A. A remote access process and software, recommended by the Production Contractor, and implemented as needed by the USITC, enables USITC people to get work from their home, using their own PC and modem to access the ITC EAMS website.

B. This remote access process and software enables full use of the Email and Calender functions available to them at their USITC desktop.

C. This remote access process and software also enables full use of files on the USITC LAN functions available to them at their USITC desktop.

D. The Internet page accessed for the remote LAN access process is described in the EAMS Section below. 

E. This remote access process and software includes the secure Internet session authentication and security implemented for the EAMS portal.

Usage / Justification: 
The users at USITC regularly access their Email when they are not in the building. Email access is essential. With the new calendar system, the users will begin accessing the calendar much more frequently, also. Availability of planning meetings and attendance from home or on the road saves the users a significant amount of time.

Performance Standard: 
The Web access to Email, calendar and LAN files correctly displays the data for the selected service essentially the same as it would display on a desktop at the USITC.

Monitor Method: 
Web accessed Email, calendar and files will be manually validated for accuracy. 

1.1.6 Asset Management Software
Priority: Essential

Current Situation: 
The USITC has implemented the Attachmate NetWizard version 4.1.1, which does not provide a complete integrated solution to hardware/software inventory. This has caused a complex manual process to be followed to maintain the inventory. 
Performance Work Statements:

A. A comprehensive solution for managing hardware and software assets at the USITC, acquired and installed by the Production Contractor, helps the USITC reduce cost of ownership, plan software and hardware upgrades, and pro-actively manage organizational changes. 

C. The USITC uses the Asset Management feature of this new software to manage hardware and software assets, track software license information, check software license compliance, control unattached peripherals and non-PC items (books, training materials, etc), and track Production Contractor information.

D. The USITC uses the PC Auditing feature of this new software to provide accurate detection of hardware configurations, detection of installed software, 'walk-around', doing manual auditing, scanning PCs for system information, e.g. memory, capacity, free disk space, etc. 

E. The USITC uses the Software Inventory feature of this new software to provide an inventory of installed software packages, a startup list, software engines installed, and of variables in the environment.

F. The USITC used the Data and Presentations features of this new software to generate standard and customizable reports, user-defined data fields, export data in XML, HTML, CSV or Excel Worksheet format, automatically import audit data, create custom data groupings by field or a series of fields, automatically filter by field.

G. The USITC uses the Help Desk features of this new software to track problem requests, manage the  Web based user request system that allows users to create and verify Help Desk requests, track problem requests with advanced features, and log and track problem requests. Help Desk requests are matched to the integrated inventory and audit information collected from PCs on the network.

H. The USITC uses the Hardware Inventory features of this new software to record information from BIOS, Operating System, CPU, Memory, Network, Hard Disks, including mapped drives and network shares, Printers, Video Systems, and attached devices.
I. The USITC uses the Reporting features of this new software to produce customized reports by category, and to customize of our own reports including adding placeholders for dynamic fields. Custom headers and footers may be added to Reports. Multiple sort orders, filters, or data groupings may be specified. A query reporting tool makes it possible to generate a report from any and data.

Usage / Justification: 
The Attachmate NetWizard version 4.1.1 product that the USITC currently uses  does not provide a completely integrated solution to hardware/software inventory. This has caused a complex and costly manual process to be followed to maintain what is usually an inaccurate inventory. This manual process must be replaced.

Performance Standard: 
A 100% accurate inventory of all networked PCs (desktops, servers, and appliances) is generated on demand in under one hour, during low LAN usage, and under 2 hours in high LAN usage. The automatic inventory is expected to produce a 99% accurate inventory immediately (within 15 minutes).

Monitor Method: 
Selected PCs shall be physically inventoried to prove that all physical items, features, software, etc. are accurately inventoried by the software system. Selected Help Desk tickets will be validated to verify the accuracy of data recorded. Fake Help Desk Calls will be made and the details of the call record will be compared to the actual events. 

Physical inspection of selected user and server hardware and software to validate the information posted to the database. 

1.1.7  Move/Copy/Translate LAN Files and Email to New Server System

Priority: Critical Mission Essential

Current Situation: 
The USITC uses the Beyond Mail application to process Email. The Email is stored on five network servers. All USITC LAN files and folders are stored on these same five network servers.

Performance Work Statements:

A. All LAN files and folders on the current USITC servers were successfully moved or copied by the Production Contractor, translating file formats as necessary, to the new LAN server(s). 

B. All Email on the current USITC servers were successfully moved or copied by the Production Contractor, translating file formats as necessary, to the new Email server(s). 

C. The LAN files, folders, and Email move was coordinated with the implementation of the new LAN servers by the Production Contractor, in such a way that LAN and Email access was not (down( during USITC(s normal weekday hours.
Usage / Justification: 
The current LAN and Email software is no longer supported by Banyan, the software Production Contractor. All the existing LAN files and folders, and the existing Email, is essential to USITC users, and must be available next working day after the new LAN is cut over.

Performance Standard: 
All existing LAN files and folders, and existing Email, is successfully ported to the new LAN system, and is properly identified and accessible by the user by the next working day after the new LAN is cut over. 

Monitor Method: 
After the new LAN installation is complete, but prior to the actual LAN folders and files, and Email is cut over to the new LAN, selected LAN files and folders and existing Email shall be moved, copied, and/or converted prior to cut over, to provide a test bed for LAN and Email services. Manual testing shall conducted to assure the old LAN and the new LAN provide the same folder, file, and Email contents.

1.1.8 Transition Training

Priority: Mission Critical 

Current Situation: 
USITC users need training to utilize the new LAN infrastructure to the extent that it will impact their current desktop environment.

Performance Work Statements:

A. The Production Contractor provided sufficient training in a classroom format to allow all USITC desktop users to effectively utilize the new LAN environment. Special attention must be given to new functionality such as email and calendaring.
B. The USITC Training Coordinator works with that Production Contractor to develop CBT for new USITC employees which covers LAN related services.

Usage / Justification: 
Training is essential for full use of any new environment. The hours wasted due to self-training on complex products far exceeds the cost of training by a qualified trainer.

Performance Standard: 
User(s training needs are satisfied by the Training available from the Production Contractor.

Monitor Method: 
The USITC Training Coordinator monitors user proficiency after training sessions. Comments are recorded. The USITC Training Coordinator maintains these training outcomes.

1.2  LAN Infrastructure Upgrade
1.2.1 LAN Backbone
Priority: Critical Mission Essential

Current Situation: 
The backbone and cable plant includes ten wiring closets (two on each side of four of the six floors USITC occupies, plus one on the first floor and one on the fourth floor). Each wiring closet contains from one to three Cisco 19xx or 29xx switches. Type 1 token-ring wiring (shielded twisted pair), converted for Ethernet use, runs from each Cisco closet switch to one the two Cisco 5xxx core switches in the 4th floor computer room. 
Performance Work Statements:

A.  The Project Execution Plan (PEP), developed by the Production Contractor, sets out time lines for each outcome described here.

B. A comprehensive site survey, performed by the Production Contractor, has assessed the physical layout and condition of the installation environment.

C. The USITC Backbone Replacement Plan, developed jointly by USITC and the Production Contractor, provides design details intended to assure smooth implementation. This Plan includes details of all new hardware and software, all existing hardware and software that will be retained, all necessary physical layout changes, and the backbone cable plant layout.( Note that Performance Work Statements D through H contribute to the Plan).



D. Twelve new ( or re-certified) network switches, installed by the Production Contractor in each of the 10 USITC wiring closets, support high speed fiber (or copper) backbone and Cat 5 horizontal wiring.

E. Two new (or re-certified) network core switches, installed by the Production Contractor in the computer room support high speed fiber backbone.

F. Backbone vertical wiring, installed by the Production Contractor between each wiring closet and the new switches in the computer room, provides backbone connections of at least 1000Mb/sec capability. If fiber is used, each fiber run is six strands of new 62.5/125 micron multimode fiber, in plenum or pvc inter-duct, from the computer room switch to the wiring closet Three to five of the six strands to each closet are dark fiber. If copper is used, redundant cables have been placed in each run.

G. The high speed LAN backbone cable plant was certified by the Production Contractor as capable of operating at the planned 1000 Mb/sec speed.

H. The USITC network and cable plant design, updated by the Production Contractor, matches the cable plant physical installation.

I. The LAN Migration Plan, developed by the Production Contractor, provides design details intended to assure smooth implementation of LAN migration from the existing hardware, software, and cabling to the new hardware, software, and cabling. The plan shall be essentially the same for each backbone circuit. For each horizontal LAN circuit, the Plan provides for: LAN circuit testing, recording their error free data speed capability; Moving LAN circuits from the old (existing) closet switch to the new (replacement) closet switch, replacing connectors as necessary; connecting LAN circuits to new (replacement) closet switches; LAN circuit testing from the new closet switch, and again recording the error free data speed capability; reporting LAN circuits incapable of  supplying100Mb/sec. performance for cable replacement, cut over of a vertical backbone LAN circuits. 

Note that Cat 5 rewiring of each USITC floors( horizontal cable plant, from closet switching/routing components to LAN desktops, is not a part of this requirement. 

J. Each circuit cut over to the new LAN fiber backbone was data tested with normal LAN traffic originating on the circuit or terminating on the circuit. Circuits that passed the data test were operationally cut over. Problems were identified and corrected for circuits that did not pass the data test, and the circuit was data tested and problems corrected until it did pass.

K. Migration of each LAN backbone cable and it(s intended horizontal circuit(s), was implemented by the Production Contractor as planned in the LAN Migration Plan. 

L. Removal of the old (existing) closet switch, and the old (existing) backbone Type 1 token-ring wiring that connected the closet switches to a core switch were removed by the Production Contractor after all LAN circuits were operationally cut over.
Usage / Justification: 
LAN speed to desktop is regularly at capacity for internal USITC users. The LAN backbone is quite old, increasingly obsolete, and severely restricts network speed and throughput. Much of the existing backbone equipment is incapable of supporting a high speed architecture. Closet switching/routing components that limit the speed to desktops to 10Mb/sec must be replaced. High speed backbone connectivity and scalability are required to support current operations and to prepare for future bandwidth-intensive processes and applications. 

Performance Standard: 
All PEP items relevant to this requirement are implemented on schedule; backbone network meets gigabyte performance for each closet switch to core switch circuit. Scalability and redundancy of equipment proposed meets LAN best practices guidelines. Note that USITC Project Management will work with the Production Contractor to assure the design provides the scalability desired for redundancy or spontaneous system failures.

Monitor Method: 
USITC Project Manager (COTR) reviews PEP, and validates progress to schedule, deliverables, documentation, migrations, certifications, etc. 

1.2.2 LAN Archive System
Category: Network Infrastructure

Priority: Mission Essential
Current Situation: 
The USITC does not archive data files or Email from the LAN. 

Performance Work Statements:

A. A fully capable Archiving System, provided and installed by the Production Contractor, provides the USITC with a server-based automated solution that enables the migration of data stored on the LAN to be stored and retrieved from secondary storage devices. 

B. This system enables OIS management to implement policy for data migration, space management, and file retention, to customize file migration for any application requirements, which for example, might be based on file age, file size, file name or file type, or some combination, so that a file becomes eligible for migration when all applicable rules are all passed, and then is migrated to secondary storage based on a (true( result to each applicable rule.

C. This system enables more cost-efficient management of data by using lower-cost media, and returns LAN file space when a file is migrated off the LAN space.

D. When an application attempts to open a file that has been archived, this system traps the (open file( request, retrieves the file from the archive storage, and copies it back to the original file server hard disk for use by the application.

E. This system reduces the size of backup data, hence reduces the time required for backup, since original files are removed from LAN storage when they are moved to archive storage.

F. This system provides capability to archive selected records, especially sensitive email (with transmisson/receipt history), on media which shall survive for up to 20 years.
Usage / Justification: 
The archive system provides the system administer to actually manage available user storage, and reduce availability time lost due to backup operations. As such, it is mission essential.

Performance Standard: 
Full backup (for 1500 Gb) takes 3 hours or less. Incremental backup (for 200 Gb) takes less than one hour.

Monitor Method: 
Process start/stop times are recorded for each backup or restore process, and monitored daily by the USITC. 

1.2.3 LAN Cabling to Desktops
Priority: Mission Essential

Current Situation: 
The USITC LAN cabling to desktops is shielded twisted pair (token-ring) wiring that is currently being used for Ethernet. All wall connectors were converted to Ethernet with external baluns.
Performance Work Statements:

A. The Production Contractor has replaced each LAN horizontal cable run specified for network upgrade by the USITC with Cat 5 from wiring closet to wall connectors if needed for 100Mb operation. 
B. The Production Contractor has verified each LAN horizontal cable run to have 100Mb/sec capability.

C. The Production Contractor agrees that the decision to authorize the upgrade of a LAN horizontal cable run shall be made by the USITC, based on the cable plant certification process, and the readiness of the service area being available and ready for rewiring.

D. The USITC may optionally issue a services contract for horizontal re-wiring to the Production Contractor for each rewiring project.

Usage / Justification: 
Cabling from the closet switching/routing components to desktops on the same floor is shielded twisted pair (token-ring) wiring being used for Ethernet. LAN speed to desktop is regularly at capacity for internal USITC users, and must be increased.

Performance Standard: 
Each wire run from closet switching/routing components to desktops  is successfully tested, and certified for LAN operation at 100Mb.

Monitor Method: 
Physical inspection of in-process and completed re-wiring work. Observation of cable run certifications. 

1.3 Security Upgrade
1.3.1 Firewall
Priority: Critical Mission Essential

Current Situation: 
The current USITC firewall is in the 4th floor computer room. 

Performance Work Statements:

A. A new firewall system, acquired and installed by the Production Contractor, provides protection from hackers, data thieves, and denial of service attacks, and from Internet-borne threats like worms, Trojan horses, spyware, and malicious worms. Robust Internet security is provided for every USITC endpoint PC, including user controlled Ad blocking and cookie control features. 

B. That new firewall system also provides a distributed and forced endpoint security system, including security policy management and enforcement, which is also extended to remote PCs accessing the corporate network, including any VPN tunnels that may be added.
Usage / Justification: 
The USITC, the LAN network, and the LAN users must be protected from hackers, including targeted attacks on the enterprise. A managed automated corporate security with an enforcement policy that applies to each and every endpoint PC desktop, regardless of location, is needed.

Performance Standard: 
The firewall system automatically repels attacks with the prescribed defenses, reports details and classification of the attack to LAN administration, allows for manual intervention and action by LAN administration.

Monitor Method: 
Both Production Contractor staff and USITC staff will create/simulate attacks on the Firewall protected network. The firewall system monitor should identify each action it recognizes as an attack, the steps taken to repel the attack, and steps recommended for the system administrator to take. Usage logs of internal systems shall be scanned for unauthorized access.

1.4 EAMS Upgrade
1.4.1
Portal Entry System 

Priority: Mission Essential

Current Situation: 
Each individual USITC web service has an access control method that specifies how authorization for a user is granted. For example, the (DataWeb( service http://dataweb.usitc.gov  includes the (Principal Supplier Analysis( option, which is only (visible( to IP addresses from certain USITC, United States Trade Representative (USTR) and International trade Administration (ITA) users. Many other USITC web services are available only to USTR, also restricted by IP address, and to negotiating teams that are ad-hoc members that provide certain tariff information, restricted by logon/password. True public access sites require no authorization, and access is granted to all requesters.

Performance Work Statements:

A. The Production Contractor has provided the software necessary for the implementation of an USITC (portal(, functionally named (EAMS(. 

B. The EAMS portal provides access to the USITC LAN, Email and Calendar for authorized USITC LAN users. The user enters their LAN user name and password, submits the valid answer to a personal question (selected by the EAMS software from a list of five), and is logged on to the USITC LAN. Users who fail after x attempts to complete logon are temporarily blocked from proceeding past USITC user logon for a period of time (an administrator controlled variable).

C.  The EAMS portal provides access to the many USITC websites. The user selects the primary service name, and EAMS processes the user access script for that service. True public access service sites immediately direct the user to the site. Password services work much the LAN logon (in B above), but use the service(s own user list, and upon successful login, the user is directed to the site. Web services for which more detailed identification of non-USITC users is required, the more detailed information shall continue to be required.

D. The EAMS portal provides a secure and simple access method for the USITC websites that, before EAMS, used an IP address to validate users. The wide use of IP address (spoofing( removes use of IP address as a security measure.

E. The EAMS portal self-registration utilities let users create and maintain their own accounts, which eases the strain on administration.

F. The Production Contractor has enabled access to the USITC DataWeb-Public site for the 31,000 plus registered user names and passwords for the site, so that the personalized and detailed lists of product groupings, country groups, district groups, etc. for these users continue to function.

Usage / Justification: 
An ever increasing volume of world-wide Internet users access USITC websites and data servers, generating significant outbound Internet traffic (web pages, inquiry replies, and downloads). A comprehensive Web site portal shall present a unified (front-door( to USITC services. USITC services that use IP address to identify authorized users must now have a secure authentication method.

Performance Standard: 
EAMS portal properly enables access to USITC services marked for access in the EAMS user database for an identified user, a specific government agency user, or a public user.

Monitor Method: 
Review EAMS Performance and Utilization Monitor Reports

  
1.4.2
  EAMS Administration and Access Management 
 
Category: EAMS

Priority: Mission Essential

Current Situation: 
Each individual USITC web service has an access control method that specifies how authorization for a user is granted. True public access sites require no authorization, and access is granted to all requesters. The lack of a central single view of users makes user account management difficult across the systems, applications and protected websites which users must access. Revoking or maintaining the privileges of USITC users who leave the enterprise or change jobs is difficult, and privileges often remain unchanged, despite the resulting security flaws. 
Performance Work Statements:
A. The Production Contractor has provided EAMS with portal administration functions that enables two hierarchical levels of administration. The primary (higher level) EAMS administrator is the default administrator for all sites. They may assign or un-assign any user with a LAN account as the site specific administrator. All sites accessible via the EAMS Portal have a site specific administration account, including in-house LAN access.
B. The primary EAMS administrator monitors lower level administration site accounts.

C. Each site specific administrator manages and maintains their specific website page content including text and style, on page and off page links, on page search functions, and user access method. 

D. Each site specific administrator manages and maintains authorization to their specific website. This includes the account database, account maintenance (primarily blocking, un-blocking and revocation), customizing requirements for account creation such as enable/disable specific authentication elements. 

E. An EAMS administrator may view data in the EAMS database for their specific site, including selected data. The primary EAMS administrator may also update and or delete data fields or rows from data in a table. 

F. EAMS activity is captured in a database for each EAMS access and for each EAMS activity on an account. Activity includes counts of EAMS accesses, and for each EAMS service, the logons attempted, logons successful, new accounts created, one-time uses authorized, and one-time uses used, used, etc.

G. EAMS maintains a database file of users denied access to a USITC service. The site specific or primary administrator may view, print, or delete database items.
Usage / Justification: 
World-wide Internet users continually access USITC data servers. Significant Internet outbound traffic is generated from the responses to inquiries and downloads from those users. Each service now has its( own individual access, logon, and or password process, to authorize and/or track usage. An agency wide Internet access gateway shall simplify the user access process, and improve CRM with little additional effort.

Performance Standard:  

Minimum - EAMS portal properly logs on registered users, and enables access to portal services, allows unregistered users to set up a new account; allows registered users to maintain their account profile.

Monitor Method: 
Sampling of user interaction by USITC personnel, examination of trouble logs on EAMS system.


1.4.3 
EAMS Personalization Features 

Priority: Essential

Current Situation: 
This feature is in the planning stage for one or more web services, but has not been implemented. 

Performance Work Statements:

A. The EAMS portal provides a personalization capability for authorized users. Each USITC website administrator controls whether this option is enabled for their website. If enabled for the USITC web page, the user may choose to view or manage their EAMS account. EAMS replies with an e-form with the user(s account and access rights displayed. EAMS users may update their own account data, making changes the services they wish to have, or closing their account. 

B. Users who attempt to access an USITC service that require a tracking logon and password, but do not have an account, may choose a new account request if the website administrator enabled that option. The user may then create their own account (using the same e-form described in A above). The new user enters their contact information, selects services they wish to have, and submits the account set up request.

C. A user of an USITC Public site may set up any number of accounts on those services. Some current users of the DataWeb ( Public site have several accounts so that product lists, etc. for various product areas can be maintained separately.
Usage / Justification: 
User self service administration saves a significant amount of time for the web site administrators.

Performance Standard: 
Cognizant users are successful in personalizing their access.

Monitor Method: 
Sampling of user interaction by USITC.

1.4.4 EAMS Web Services Authorizations Conversion 
Priority: Essential

Current Situation: 
The web services authorization data exists in data tables on the LAN. 

Performance Work Statements:

A. The Production Contractor provided conversion or integration of all USITC web site user authentication data from each of these sites to the EAMS authentication data table. 
B. The EAMS authentication data table contains all user identification, with services authorized, service date range, etc. for each user name. For USITC users, the logon and password shall be validated against those marked as authorized for the USITC LAN. 

Usage / Justification: 
Many of the USITC services that will be linked to the EAMS have their own authorization process. Changes to an existing services authorization process to integrate with EAMS are essential. 

Performance Standard: 
EAMS links to private USITC services with little or no overhead time, compared to directly accessing the service. Offering access to the wrong service never happens. All protected services are accessible from accounts authorized for them. Public access services are accessible without authorization.

Monitor Method: Transaction testing.

2. Services Effort
2.1 Customer Communications
2.1.1 Status Reporting
Priority: Mission Essential

Current Situation: 
Status Reporting is handled by word-of mouth.

Performance Work Statements:

A. The Production Contractor has provided a technique for acknowledging trouble reports, and returning feedback to the user on the likely time until the problem is addressed.
B. The Production Contractor has provided a technique for distributing timely information on the status of the LAN, servers, email, switches, T1 lines, and internet access to all USITC desktop users which does not utilize the LAN for conveyance of information.

C. The Production Contractor has kept USITC employees appraised of the status of the LAN, servers, email, switches, T1 lines, and internet and provides predictions of time till restored service.

Usage/Justification: 
USITC personnel need accurate information on the status of LAN components in order to plan their activities to minimize work disruption during outages.
Performance Standard: 
Minimum: 75% of trouble calls receive feedback within 30 minutes. 80% of affected USITC employees are notified of changes in infrastructure status within 30 minutes. 60% of predictions of restored service are accurate to within one hour. 
Superior: 90% of trouble calls receive feedback within 30 minutes. 90% of affected USITC employees are notified of changes in infrastructure status within 30 minutes. 80% of predictions of restored service are accurate to within one hour.

Monitor Method: 
Random polling of USITC personnel conducted by USITC COTR.
2.2. System Availability
2.2.1
LAN Availability SLA
Priority: Mission Essential

Current Situation: 
The USITC currently provides these services during the USITC core hours. 

Performance Work Statements:

A. The Production Contractor understands that the USITC expects the best or at least the industry standard service.

B. The Production Contractor has provided 99% availability of the LAN for on-site users.

C. The Production Contractor has provided 99% availability of the LAN for off-site users.

D. The Production Contractor and USITC agree that disaster conditions are not considered in SLA performance.

Usage / Justification: 
LAN speed, desktop to LAN is regularly at capacity for internal USITC users, and must be increased. Internet traffic and usage, both inbound and outbound, have increased dramatically. The performance and utilization monitoring is needed to point network analysts or technicians to a problem area.

Performance Standard: 
Minimum- 99% availability for LAN Access during USITC regular work days. 
Superior - 99.5% availability for LAN Access during USITC regular work days.

Monitor Method: 
Review of Performance and Utilization Monitor Reports.

2.2.2 Internet Availability SLA
Priority: Mission Essential

Current Situation: 
The USITC currently does not have service level agreements.
Performance Work Statements:

A. The Production Contractor understands that the USITC expects the best or at least the industry standard service.

B. The Production Contractor has provided 99% availability for Internet access from off-site users to USITC services.

C. The Production Contractor has provided 99% availability for Internet access from on-site users to external services. 

D. The Production Contractor and USITC agree that disaster conditions are not considered in SLA performance.

Usage / Justification: 
Internet traffic and usage, both inbound and outbound, have increased dramatically. Note that the USITC has already ordered T1 lines that quadruple the bandwidth to the Internet. 

Performance Standard: Minimum 
Minimum - 99% availability for Internet Access during USITC regular work days. 
Superior - 99% availability for Internet Access during USITC regular work days.

Monitor Method: 
Review of Performance and Utilization Monitor Reports from the Internet Monitor System. 
2.3. System Performance
2.3.1 Internet Performance and Utilization Monitoring
Category: Network Infrastructure

Priority: Mission Essential

Current Situation: 
The USITC does not monitor performance or utilization of Internet access. 

Performance Work Statements:

A. The Production Contractor has provided the software necessary for full-time monitoring of performance and utilization of Internet access.  

B. This software monitors traffic from: (a) off-site users accessing USITC services via the World Wide Web; and (b) on-site users accessing external services on the World Wide Web.

C. This software provides scheduled utilization management reports.

D. This software also provides on-request (special condition( reports and queries.

Usage / Justification: 
Internet traffic and usage, both inbound and outbound, have increased dramatically. The performance and utilization monitoring is needed to point network analysts or technicians to a problem area.

Performance Standard: 
Minimum: Internet traffic is monitored and 90% of problems are correctly identified. 
Superior - Internet traffic is monitored and 90% of problems are correctly identified

Monitor Method: 
Review of Performance and Utilization Monitor Reports from this system. 


2.3.2 
LAN Performance and Utilization Monitoring
Category: Network Infrastructure
Priority: Mission Essential

Current Situation:  

LAN speed, desktop to LAN, is regularly at capacity for internal USITC users, and must be increased. The USITC does not monitor LAN performance and utilization. 

Performance Work Statements:

A. The Production Contractor has provided the software necessary for full-time monitoring of performance and utilization of the USITC LAN Network. 

B. This software monitors traffic from: (a) on-site users of the USITC LAN; and (b) off-site users accessing the LAN via the EAMS portal on the World Wide Web.

C. This software provides scheduled utilization management reports as well as ad-hoc query reports into it(s database for (special( conditions selected by the user.

D. This software also provides system administration alerts for conditions occurring on the LAN that are outside the range of (normal activity(. 

Usage / Justification: 
LAN performance and utilization monitoring is needed to point network administration, network analysts and/or technicians to a LAN problem area.

Performance Standard: Minimum: 
99% availability for LAN Access. Superior- 99% availability for LAN Access.

Monitor Method: 
LAN Administrator and USITC management review of Performance and Utilization Monitor Reports from this system. 

2.3.2 Internet Gateway Services 
Priority: Critical Mission Essential 

Current Situation: 
The USITC currently has four T1 Lines connected to the Internet from the USITC LAN. Note that the USITC has recently installed four T1 lines to replace the previous single T1 line.
Performance Work Statements:

A. The Production Contractor has provided 99% availability of the of the USITC(s four T1 lines to the Internet, with maintenance from the point-of-entry, and including connectivity and control equipment. The Production Contractor has recommended capacity upgrades whenever more than 1% of user requests for internet access are blocked by lack of available bandwidth.

Usage / Justification: 
Internet users do significant research on the Internet. Also, world-wide users continually access servers in the DMZ, causing significant traffic. 

Performance Standard: Minimum:

Minimum - T1 connectivity equipment from the point of entry to the servers provides availability of 99% over each 24x7 week. 
Superior - T1 connectivity equipment from the point of entry to the servers provides availability of 99.9% over each 24x7 week. 

Monitor Method: 
Review Trouble ticket reports of line outages. Review Performance and Utilization Monitor Reports

2.4. Customer Satisfaction
  
2.4.1
Help Desk Hardware / Software Maintenance 
 
Priority: Mission Essential 

Current Situation: 
The USITC has just completed the final round of Desktop equipment upgrades for the system life cycle. A number of the desktop PCs are in the 400Mhz range, and may need to be replaced. Maintenance for the LAN is provided in-house.

Performance Work Statements:

A. The Production Contractor has provided pricing for Help Desk maintenance during core hours for the LAN, 8:45 AM through 5:15 PM.

B. The Production Contractor has provided pricing for standard Help Desk on-site maintenance includes maintenance to LAN servers, LAN appliances, network switches and routers, as well as standard Help Desk support for desktop services.

C. Pricing provided for Help Desk on-call seat management includes the same maintenance elements as noted in B above. The Production Contractor has included notes on the cost benefits of as (on-call( decision.

D. The Production Contractor also provided pricing for adds or drops to desktop hardware or desktop software.

E. The Production Contractor also provided pricing for call-in / drop-in assistance for LAN system outages during non-core hours, and for remote monitoring of the LAN systems with drop-in assistance.

Usage / Justification:

Performance Standard: 
Minimum - Production Contractor(s staff perform 99% on-site maintenance for the LAN within 24 hours of notification by the Help Desk Supervisor. 
Superior - Production Contractor(s staff perform 99% on-site maintenance for the LAN within 8 hours of notification by the Help Desk Supervisor.

Monitor Method: 
The Help Desk Supervisor shall create a work order (ticket) for each service request and pass it to the Production Contractor, dated and timed when the request is submitted to the Production Contractor. The Production Contractor staff shall complete the requested service and turn the ticket back to the Help Desk Supervisor in, who shall mark it completed, with date and time. 

2.5. Security and Integrity 

2.5.1
LAN Backup/Restore Service
Priority: Mission Essential

Current Situation: 
The USITC currently provides these services during the USITC core hours. 

Performance Work Statements:

A. The Production Contractor has provided pricing for call-in Help Desk services to perform daily LAN backup and on-call file recovery from on-site backup files as needed.

F. The USITC may optionally issue a services contract for the call-in Help Desk services described in this section to the Production Contractor. 

Usage / Justification: 
Backup data is counted on as the option of choice to lost or deleted files. As such, it is mission essential. 

Performance Standard: 
Minimum - Production Contractor(s staff perform backup restoration on-call, retrieving 90% of lost or deleted files from those found in the backup data. 
Superior - Production Contractor perform backup restoration on-call, retrieving 99% of lost or deleted files from those found in the backup data. 
Monitor Method: 
The Help Desk Supervisor shall create a work order (ticket) for each backup retrieval service request and pass it to the Production Contractor, dated and timed when the request is submitted to the Production Contractor. The Production Contractor staff shall complete the requested backup retrieval, deliver the backup to the Help Desk Supervisor, and shall turn the ticket back to the Help Desk Supervisor, who shall mark it completed, with date and time. 
2.5.2 Security and Intrusion Design  
Priority: Critical Mission Essential 
Current Situation: 
The USITC Security Plan does not address recent changes in network security best practices nor the new operating environment that will occur upon completion of the tasks laid out in this document. The USITC has recently upgraded all desktops with the latest Norton Anti-Virus Corporate Edition.

Performance Work Statements:

A. The Production Contractor has provided a thorough design for USITC system security that automates the typical daily security chores as much as reasonable.

B. The design provides for monitoring of threats identified, security actions taken, maintenance actions taken, etc. 

C. The design includes pro-active detection of viruses, intrusion, worms, denial of service, other attacks, etc. 

D. The design recommends a desktop virus detection position, and software packages, etc., to accomplish that position, including keep/replace Norton Anti-Virus Corporate Edition.

E. The design recommends a Firewall security position, and software packages, etc., to accomplish that position, for the Firewall system recommended in this document.

F. The overall design proposes a best practices defense to abort the intended purpose of potential security or attack incidents, and recommends user steps to enhance security.

G. The design followed recommended NIST standards and proposed Homeland Security standards, and in areas where the approach to security deviates from those standards, there is a clear explanation of why their approach was taken instead.

Usage / Justification: 
Security of information at USITC is critical.

Performance Standard: 
The design identifies 100% of  known potential security incidents, proposes a best practices defense to abort their intended purpose, recommends user steps to enhance security. The design should follow recommended NIST standards and proposed Homeland Security standards, or explain why another approach was taken instead.
Monitor Method: 
Quality review of the document for content, practicality, and cost by selected functional analysts and managers at USITC. 
2.5.3 Desktop Backup/Restore 
Priority: Mission Essential

Current Situation: 
There is no procedural desktop backup or restore process at the USITC.  The recommended approach is to use network storage rather than desktop. This has not been done due to frequent poor performance of LAN storage. 

Performance Work Statements:

A. The Production Contractor has priced a recommended desktop backup and restore system that runs on Windows platforms, that can backup and restore files, applications, and system configuration from all (current( storage devices attached to the desktop.

B. The desktop backup and restore system produces backup output in Zip file format. Data may be written on a number of removable media output media, such as: floppy disks; SuperDisks; hard drives; ZIP and JAZ drives, writable CD, etc.

C. The desktop backup and restore system includes a job scheduler, and/or uses the Windows task scheduler, and with a log record of the backups performed.

D. The desktop backup and restore system uses a backup definition that the user may customize to identify what data is to be backed up, where to store the backup data, 

Usage / Justification: 
Users may from time to time require the backup of critical data from local hard drives

Performance Standard: 

User data is backed up as required

Monitor Method: 
USITC User polls

2.6. Customer Relationship Management
2.6.1 Production Contractor Communication With USITC
Priority: Essential 

Current Situation: 
The USITC has weekly status meetings with the incumbent support contractor.

Performance Work Statements:

A. The Production Contractor provides status reports in weekly meetings with USITC representatives. Status of current efforts is given and problem areas are identified along with tentative solutions.

B. The Production Contractor proposes solutions to immediate difficulties that arise on a day-to-day basis.

C. The Production Contractor utilizes trending analysis and other predictive analysis techniques to pro-actively identify future areas of concern, and proposes solutions and service improvements in advance.

D. The Production Contractor provides diplomatic solutions to personnel conflicts, and demonstrates skill in maintaining benevolent relations with USITC personnel

Usage / Justification: 
Good communications and conflict resolution techniques are essential to the successful operation of support contracts.
Performance Standard: 
Minimum - 90 % of issues are successfully tracked and resolved by the Production Contractor, 50 % of predictable problems are anticipated and pro-actively addressed. 
Superior - 95 % of issues are successfully tracked and resolved by the Production Contractor, 60 % of predictable problems are anticipated and pro-actively addressed. 

Monitor Method: 
Tracking of Production Contractor reports and communications by USITC COR, COTR, and representatives.

2.7. Technology Updates

2.7.1
Desktop System Functional Installation and Removal 
Priority: Essential 

Current Situation: 
The USITC has just completed the final round of Desktop equipment upgrades for the system life cycle. A number of the desktop PCs are in the 400Mhz range, and may need to be replaced.
Performance Work Statements:

A. The Production Contractor has provided the USITC with pricing information for removal of an in-place desktop system and functional installation of a new desktop system from USITC inventory.

B. The desktop systems USITC acquires from their supplier arrive from the manufacturer configured with the latest Microsoft Windows operating system, and the Production Contractor has configured them to the USITC(s (make-ready for installation( condition. 

C. The USITC may optionally issue a services contract for desktop PC installation or remove and installation described in this section to the Production Contractor. 

Usage / Justification: 
Over time, the USITC is expected to need more (higher level( PCs installed, since it is unlikely that all 400 Mhz PCs at USITC will survive through the term of the contract with the Production Contractor.

Performance Standard: 
Production Contractor(s staff perform PC inventory, configuration, installs, removals, within 36 hours of notification by the Help Desk Supervisor.

Monitor Method: 
The Help Desk Supervisor shall create a work order (ticket) for each service request and pass it to the Production Contractor, dated and timed when the request is submitted to the Production Contractor. The Production Contractor staff shall complete the requested service and turn the ticket back to the Help Desk Supervisor in, who shall mark it completed, with date and time.

2.7.2 Ongoing Software Training 
Priority: Mission Essential 

Current Situation: 
USITC users need more advice and assistance on local applications. There is no service agreement now. The USITC attempts to keep a person well trained in each local office, who then acts as an expert user and assists others in the office with problems they encounter. Turnover has caused the loss of trained local experts (Recent example: Zyindex).

Performance Work Statements:

A. The Production Contractor provided both cost-per-use and cost-per-product pricing for computer based training (CBT) for Word, WordPerfect, MS Exchange Email/Calendar, and Lotus Domino.

B. The USITC Training Coordinator works with that Production Contractor and the USITC Offices to fund and authorize CBT for new USITC employees, and USITC users of new software or software versions.

C. The CBTs provided by the Production Contractor have proved to be successful for training USITC Office staff in new and updated USITC software titles.  

D. The USITC Training Coordinator also works with that Production Contractor and the USITC Offices to add CBT titles as they are added to the USITC software inventory.

Usage / Justification: 
Training is essential for full use of any new software package. The hours wasted due to self-training on complex products far exceeds the cost of training using CBT.

Performance Standard: 
Minimum - 75% of user(s training needs are satisfied by the Computer Based Training packages available from the Production Contractor. 
Superior - 90% of user(s training needs are satisfied by the Computer Based Training packages available from the Production Contractor. 

Monitor Method: 
he USITC Training Coordinator monitors CBT during and after training sessions. Comments are recorded, and improvements in software competence are assessed and recorded. The USITC Training Coordinator maintains these training outcomes.
2.7.3 Technology refreshment 
Priority: Mission Essential 

Current Situation: 
Technology refreshments are made on an ad-hoc basis

Performance Work Statements:

A. The Production Contractor has identified opportunities for the USITC to realized increased business efficiency or improve service to its constituents through technology refreshment.

B. The Production Contractor has proposed plans for technology refreshment to the USITC, along with costs and estimated benefits.

C. The USITC has adopted proposals from the Production Contractor and has substantially realized the estimated benefits.

Usage / Justification: 
Technology advancements occur rapidly, but the advantages of adoption are not always intuitively obvious to personnel within the USITC.

Performance Standard: 
Minimum -  The Production Contractor has proposed plans for technology refreshment to the USITC, along with costs and estimated benefits. Superior - The USITC has adopted proposals from the Production Contractor and has substantially realized the estimated benefits.

Monitor Method: 
Observation of upgrade activities by the CO and COTR.

Section XXXX

Surveillance Plan
A. Upgrade Efforts
The Upgrade efforts of this RFQ shall be observed through weekly status meetings between the CO, COTR, and the Production Contractor. The Production Contractor shall present written status reports and briefings of progress against their Project Execution Plan (PEP), and note any areas of risk or concern. USITC will respond with discrepancy reports in response to any deficiencies noted, and the status of resolution of these reports shall be tracked and reported at future staff meetings until the CO and COTR sign off on completion of the resolution.

B. Service Level Categories

The Service effort of the task order shall be observed through several mechanisms as detailed below.

1. Customer Communications - Production Contractor performance in this area shall be measured by random sampling, by USITC OIS personnel, of the accuracy and timeliness of the information provided to USITC users by the Production Contractor. Samples shall be collected at least twice per week, and possibly more often during times of major support activity.

2. System Availability - Production Contractor performance in this area shall be measured by automated tools proposed by the Production Contractor, combined with results of polls of USITC users conducted by USITC OIS staff.

3. System Performance - Production Contractor performance in this area shall be measured by automated tools  proposed by the Production Contractor, combined with results of polls of USITC users conducted by USITC OIS staff.

4. Customer Satisfaction - Production Contractor performance in this area shall be measured by  results of polls of USITC users conducted by USITC OIS staff.

5. Security and Integrity issues - Production Contractor performance in this area shall be measured by automated tools  proposed by the Production Contractor, combined with results of polls of USITC users conducted by USITC OIS staff.

6. Customer Relationship Management - Production Contractor performance in this area shall be measured by polls of USITC users conducted by USITC OIS staff, combined with a qualitative judgement exercised by the CO and COTR.

7. Technology Updates - Production Contractor performance in this area shall be measured by  results of polls of USITC users conducted by USITC OIS staff..

Performance Evaluation Plan
1. Upgrade Efforts
Each task within the Upgrade effort shall be deemed complete when the CO and COTR  acknowledge in writing that all elements of the PEP are finished and that all outstanding deficiency reports have been resolved.

2. Services Effort
2.1 Customer Communications
2.1.1 Status Reporting
Performance Standard: 
Minimum: 75% of trouble calls receive feedback within 30 minutes. 80% of affected USITC employees are notified of changes in infrastructure status within 30 minutes. 60% of predictions of restored service are accurate to within one hour. 
Superior:90% of trouble calls receive feedback within 30 minutes. 90% of affected USITC employees are notified of changes in infrastructure status within 30 minutes. 80% of predictions of restored service are accurate to within one hour.

2.2. System Availability
2.2.1
LAN Availability SLA
Performance Standard: 
Minimum- 99% availability for LAN Access during USITC regular work days. 
Superior - 99.5% availability for LAN Access during USITC regular work days.
2.2.2 Internet Availability SLA
Performance Standard: 
Minimum -99% availability for Internet Access during USITC regular work days. 
Superior -99% availability for Internet Access during USITC regular work days.

2.3. System Performance
2.3.1
Internet Performance and Utilization Monitoring
Performance Standard: 
Minimum - Internet traffic is monitored and 90% of problems are correctly identified. 
Superior - Internet traffic is monitored and 90% of problems are correctly identified
2.3.2
LAN Performance and Utilization Monitoring
Performance Standard: 
Minimum - 99% availability for LAN Access. 
Superior- 99% availability for LAN access.
2.3.3  Internet Gateway Services 

Performance Standard: 
Minimum - T1 connectivity equipment from the point of entry to the servers provides availability of 99% over each 24x7 week.
Superior - T1 connectivity equipment from the point of entry to the servers provides availability of 99.9% over each 24x7 week. 

2.4. Customer Satisfaction
2.4.1  Help Desk Hardware / Software Maintenance 
Performance Standard: 
Minimum - Production Contractor(s staff perform 99% on-site maintenance for the LAN within 24 hours of notification by the Help Desk Supervisor. 
Superior - Production Contractor(s staff perform 99% on-site maintenance for the LAN within 8 hours of notification by the Help Desk Supervisor.
2.5. Security and Integrity 
2.5.1
LAN Backup/Restore Service
Performance Standard: 
Minimum - Production Contractor(s staff perform backup restoration on-call, retrieving 90% of lost or deleted files from those found in the backup data. 
Superior - Production Contractor(s staff perform backup restoration on-call, retrieving 99% of lost or deleted files from those found in the backup data. 
2.5.2
Security and Intrusion Design  
Performance Standard: The design identifies 100% of known potential security incidents, proposes a best practices defense to abort their intended purpose, and recommends user steps to enhance security. The design should follow recommended NIST standards and proposed Homeland Security standards, or explain why another approach was taken instead.
2.5.3
Desktop Backup/Restore  
Performance Standard: User data is backed up as required
2.6. Customer Relationship Management
2.6.1
Production Contractor Communication With USITC
Performance Standard: 
Minimum - 90 % of issues are successfully tracked and resolved by the Production Contractor, 50 % of predictable problems are anticipated and pro-actively addressed. 
Superior - 95 % of issues are successfully tracked and resolved by the Production Contractor, 60 % of predictable problems are anticipated and pro-actively addressed. 

2.7. Technology Updates
2.7.1
Desktop System Functional Installation and Removal 

Performance Standard: 
Production Contractor performs PC inventory, configuration, installs, removals, within 36 hours of notification by the Help Desk Supervisor.

2.7.2 Software Training 

Performance Standard: 
Minimum - 75% of user(s training needs are satisfied by the Computer Based Training packages available from the Production Contractor. 
Superior - 90% of user(s training needs are satisfied by the Computer Based Training packages available from the Production Contractor. 

2.7.3
Technology refreshment 

Performance Standard: 
Minimum - The Production Contractor has proposed plans for technology refreshment to the USITC, along with costs and estimated benefits. 
Superior - The USITC has adopted proposals from the Production Contractor and has substantially realized the estimated benefits. 
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